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slides: https://bit.ly/bulk-june-2024
Agenda

* Why a FHIR Bulk Data API?

* Technical Architecture & what’s new in 2.0
* Open Source Tools

* Adoption!

* Next steps and how to get involved
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FHIR APIs

FHIR Bulk Data API '.‘

; FHIR REST API ;:

Patient Panel Population
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Use Cases

* Internal clinical data warehouse for study cohorts

Al training with EHR data

* Claims in EHR to provide comprehensive view

* Integration population health system with EHR system
* Transferring records from one EHR to another

* Payer database to assess care quality

* Reportable disease submission or other registry
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Let’s use @ FHIR for population level data access

FHIR Resources as a standard data model to simplify data parsing and mapping
FHIR Operation API to initiate the data extracts

SMART Backend Services Authorization as security model
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Focused Scope + Complementary Technologies

* Legal framework for sharing data between partners needs to be set
up out-of-band (BAAs, SLAs, DUAs)

* Real-time data - data loaded through bulk APls can be supplemented
with real time FHIR REST API calls or subscriptions

* Patient matching - it’s possible to include identifiers like subscriber
number in Bulk Export FHIR resources

* Data transformation - can serve as a foundation for data pipeline
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Technical Architecture
Bulk Data Access Implementation Guide
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Bulk Data Access |G Versions

STU1 (v1) STU2 (v2) STU3 (v3)

August 2019 November 2021 Work going on now in
Argonaut Project!

Initial version Incorporates experience Focus on making it easier to
from early implementations | generate exports quickly (e.g.,
pre-filtering cohorts)
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http://hl7.org/fhir/uv/bulkdata/STU1.0.1/
https://hl7.org/fhir/uv/bulkdata/
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Kick-off Request

Bulk Data
Client
(destination)

Bulk Data
Server
(source)
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Kick-off Request

Bulk Data
Client
(destination)
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Kick-off Request
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Bulk Data
Server
(source)
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Kick-off Request

FHIR Operation for all data on all patients (all data in the patient “compartment”)
[FHIR Server Base]/Patient/$export

* FHIR Operation for all data on a group of patients (eg. research cohort, plan members)
[FHIR Server Base]/Group/[group id]/$export

* FHIR Operation for all data on the server
[FHIR Server Base]/S$export

* Asynchronous requests with status polling (HTTP GET only in v1, GET or POST in v2) Undated
pdate

Prefer: respond-async in v2
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Kick-off Operation Parameters

_outputFormat

_since

_type

_typeFilter
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The format for the generated bulk data files
Currently, only ndjson is required

Filter results by FHIR resource last updated date Updatzed
FHIR instant timestamp Y
(required for servers to support)

Filter results by comma delimited list of FHIR resource types
(optional for servers to support)

Filter using FHIR REST queries Updates
(optional and experimental) in v3
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Kick-off Operation Parameters

_elements FHIR resource elements to return
e.g., Patient.1d, Patient.identifier
(optional and experimental)

Patient FHIR Patient References to limit data returned
(optional, not valid for GET requests or system level requests)

includeAssociatedData | Metadata resources to include with response

e.g., LatestProvenanceResources or
RelevantProvenanceResources
(optional and experimental)
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Kick-off Response

Bulk Data Kickoff Request
Client
(destination) :
Content Location
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Bulk Data
Server
(source)
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Kick-off Response Header

Status: 202 Accepted

Content-Location:
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[URL for status or deleting request]
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Status Request #1

Bulk Data Kickoff Request

Client I
(destination) ;
Content Location

GET Content Location
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Bulk Data
Server
(source)
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Status Response #1

Bulk Data Kickoff Request
Client
(destination) :
Content Location
GET Content Location

File Generation Status
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Bulk Data
Server
(source)
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In-Progress Status Response Header

Status: 202 Accepted
X-Progress: “50% complete”

Retry-After: 120
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Status Request #2
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Bulk Data
Client
(destination)

Kickoff Request

Content Location

GET Content Location

File Generation Status

GET Content Location
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Bulk Data
Server
(source)
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Status Response #2
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Bulk Data
Client
(destination)

Kickoff Request

Content Location

GET Content Location

File Generation Status

GET Content Location

JSON manifest
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Bulk Data
Server
(source)
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Status Complete Response Body

1
2
3
4
5
6
Updated
in v2
JUNE | 2024

"transactionTime" : "2020-07-13T13:28:17.239Z",
"request" : "https://example.com/Patient/$Sexport? type=Patient,Observation",
"requiresAccessToken" : true,
"output" : [{

"type" : "Patient",

"url" : "https://example.com/files/patient file 1.ndjson"
oA

"type" : "Observation",

"url" : "https://example.com/files/obesrvation file 1l.ndjson"
oA

"type" : "Observation",

"url" : "https://example.com/files/observation file 2.ndjson"
1,
"deleted" : [{

"type" : "Bundle",

"url" : "https://example.com/output/del file 1.ndjson"
1,
"error" : [{

"type" : "OperationOutcome",

"url" : "https://example.com/files/error file 1.ndjson"

H
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File Request
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Bulk Data
Client
(destination)

Kickoff Request

Content Location

GET Content Location

File Generation Status

GET Content Location

JSON manifest

GET File (eg. patient file 1l.ndjson)

FHIR Resources File
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Bulk Data
Server
(source)
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NDJSON

®

{"id": "@6eb35fc-09e6-48 ...
{"id": "cf53f382-6eb6-4f ...
{"id": "406a9c3e-50f9-4c ...

&
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""given":

["Lucille"],"family": "Bluth"}]
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"given": ["George", "Oscar"],"family": "Bluth","suffix": ["Senior"]}L}CSD

"given"':

["Michael"],"family": "Bluth"}1}
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SMART Backend Services Authorization

e Qut-of-band app registration (can use Dynamic Client Registration or
portal)

* Apps can register public key (JWKS format) or URL for public key
* Token requests signed with private key

e Short-lived access tokens
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Registration Flow (once)

Backend Service
Admin

Configure Public Key and other OAuth settings

OAuth Client Id
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Authorization Flow (min. once per request)

Backend Service
Admin

Configure Public Key and other OAuth settings

OAuth Client Id
Signed Token Request

Bulk Data Client

Short Lived Access Token
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Tutorial (Python): EHR Export to SQL Exploration

https://bit.ly/bulk-tutorial
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Q

{x}

A,

& BulkDataExampleSql.ipynb ¢ B comment &%

File Edit View Insert Runtime Tools Help All changes saved

+ Code + Text v %/?Shﬁ I- 4

~ Bulk Data Kick-off Request

Create and issue a patient level bulk data kick-off request as described at: https://hl7.org/fhir/uv/bulkdata/export.html#bulk-data-kick-off-

request .

For the analysis below, we just need to retrieve Observation and ExplanationOfBenefit FHIR resources, so be sure to set the _type parameter to
only retrieve these resource types. Also, don't forget to include the token we retrieved in the previous step in the request's authorization header.

Save the response in a kickoff response variable. As with the authorization request above, we'll forgo error handling in the tutorial.

¥ [10] kickoff request_headers = {
'Prefer': 'respond-async',
'Accept': 'application/fhir+json',
'Authorization': 'Bearer ' + token_response.json()["access_token"]
}
kickoff request params = {'_ type': 'Observation,ExplanationOfBenefit'}
kickoff request_url = fhir endpoint + '/Patient/$export'
kickoff response = requests.get(kickoff request_url, params=kickoff request params, headers=kickoff request_ headers)
print(kickoff response.headers)

{'Server': 'Cowboy', 'Connection': 'keep-alive', 'X-Powered-By': 'Express', 'Content-Location': 'https://bulk-data.smarthealthit.org

27
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Open Source Tools
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SMART Reference Server Implementa

https://bulk-data.smarthealthit.org
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7% SMART Bulk Data Serv

¥ Launch Options

base64-encoded RSA-256 public key

N

Paste your RSA-256 public key or use the button above to generate a new one

Advanced

Access Token Lifetime

«

15 minutes

Database Size

«

100 Patients

Launch Configuration

FHIR Server URL

https://bulk-data.smarthealthit.org/eyJicnliOiliLCJwYWdlljoxMDAWMCwWiZHVylj«

Client ID

=
(1) Bulk Data Docs (4 | Backend Services Docs (4 | View NodeJS Sample App (&

Service URL

Service URL

Resources per File

10,000

Simulate Error for Testing

None

Simulated file generation duration

10 Seconds

Authentication URL

https://bulk-data.smarthealthit.org/auth/token

«

«

«

Download as JSON

@) HL7°FHIR® DevDays
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SMART Sample Client
https://github.com/smart-on-fhir/bulk-data-client
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[ bulk-data-client — -bash — 90x41
Tk r o
~/projects/bulk-data-client $ clear

~/projects/bulk-data-client $ node . —-f https://bulk-data.smarthealthit.org/fhir
Kick-off started

Kick-off completed

Bulk Data export started

Bulk Data export completed in 10 seconds

Downloading exported files: HENEN
Downloaded Files: 17 of 17
FHIR Resources: 38,069
Attachments: 2
Downloaded Size: 1002.8 kB
Uncompressed Size: 46.8 MB
Compression ratio: 1/48

Download completed in 17 seconds
Do you want to signal the server that this export can be removed? [Y/n]

LLi ked to 1

arver -
~/projects/bulk-data-client $

@ HL7°FHIR® DevDays
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ONC Inferno Testing Tool

https://inferno.healthit.gov

Health ITgov X

These reference applications are provided by ONC for demonstration only.
Do not use to access sensitive data or Protected Health Information (PHI).
Data is removed every Sunday at 12:01am ET.

Preset
Inferno Reference Server -

(G)(10) STANDARDIZED API

(O 1 Standalone Patient App

O 2 Limited Access App

() 3 EHR Practitioner App

O 4 Single Patient API

(O 5 Multi-Patient API

v 6 Additional Tests
(O 6.1 SMART Public Client Launch
() 6.2 Token Revocation
() 6.3 SMART Invalid AUD Launch

6.4 SMART Invalid Launch

Parameter
() 6.5 SMART Invalid Token Request
() 6.6 Visual Inspection

M Report

p ONC Certification (g)(10) Standardized API v.2.1.1

NEW SESSION

RUN ALL TESTS »

The ONC Certification (g)(10) Standardized API Test Kit is a testing tool for Health Level 7 (HL7®) Fast
Healthcare Interoperability Resources (FHIR®) services seeking to meet the requirements of the
Standardized API for Patient and Population Services criterion § 170.315(g) (10) in the 2015 Edition Cures

Update.

ONC Certification (g)(10) Standardized API

This test kit is the successor to "Inferno Program Edition". Please create an issue if there are
discrepencies between these tests and the "Inferno Program Edition v1.9" tests.

To get started, please first register the Inferno client as a SMART App with the following information:

o SMART Launch URI: https://inferno.healthit.gov/suites/custom/smart/launch
« OAuth Redirect URI: https://inferno.healthit.gov/suites/custom/smart/redirect

For the multi-patient API, register Inferno with the following JWK Set Url:

e https://inferno.healthit.gov/suites/custom/g10_certification/.well-
known/jwks.json

Systems must pass all tests in order to qualify for ONC certification.
O 1 Standalone Patient App - Full Access

(O 2 standalone Patient App - Limited Access

() 3 EHR Practitioner App

(O 4 single Patient API

() 5 Multi-Patient Authorization and API

BB 6 Additional Tests

JUNE | 2024
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FHIR Data Census Tool

https://github.com/sync-for-science/data-census
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FHIR DATA CENSUS

Observation(laboratory) v POPULATED INSTANCES
o,
% name type 100 /O 13,964 34,964 2 (range of 1-4)
of parents elements count median per parent
I resourceType string
HE i string
Show: O all codes most common codes (25) O least common codes (25)
B status code
search...
I category CodeableConcept
|| coding Coding Codings
X http://loinc.org
| system uri 10230-1
] code code 10834-0
1 display string
4544-3 6690-2 789-8
HEl code CodeableConcept 14959-1 28852 .
TS http://loinc.org|1975-2: 222
== coding Coding Bilirubin.total [Mass/volume] in Serum or Plasma
| system uri
code
| code G
| display string 7187
. text string
B subject Reference 7820 785-6 786-4
5767-9 1751-7
| reference string
Bl encounter Reference z8z:2
1920-8
| reference string
BN effectiveDateTime dateTime
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32


https://github.com/sync-for-science/data-census

Qualifier Metrics
https://github.com/sync-for-science/qualifier

Qualifier Data Metrics | 1 1 8 Pa tien tS
Population

Patient Overview Birth Decade
Resources

Resource Overview
Quality Checks
Terminology Use
US Core Elements
Metadata

Metric Tables

1990 2000 2010 2020
birth year >

Administrative Gender

. female . male
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https://github.com/sync-for-science/data-census
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Adoption
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Growing number of implementations!

Open Source FHIR Servers
* Microsoft

* HAPI

* Merative (IBM)

Commercial FHIR Servers
* Azure API for FHIR
e CareEvolution

* Firely Server (SQL endpoint)

e Minerva

* Google Healthcare API (in preview)

JUNE | 2024

EHRs
* 269+ ONC Certified Implementations
* Including: Epic, Cerner and Meditech

Payor Data Servers

* CMS ACO Beneficiary Claims Data (pilot)
e CMS Data at the Point of Care (pilot)

e CMS Claims to Part D Sponsors (pilot)
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https://github.com/microsoft/fhir-server
https://hapifhir.io/
https://github.com/LinuxForHealth/FHIR
https://azure.microsoft.com/en-us/services/healthcare-apis/#pricing
https://fhir.docs.careevolution.com/interface/r4/operations/
https://fire.ly/products/firely-server/
https://www.mphrx.com/minerva-platform/
https://chpl.healthit.gov/#/collections/api-documentation
https://fhir.epic.com/Documentation?docId=fhir_bulk_data
https://fhir.cerner.com/millennium/bulk-data/
https://fhir.meditech.com/explorer/api/uscore._._/1
https://sandbox.bcda.cms.gov/
https://dpc.cms.gov/
https://ab2d.cms.gov/

dpc.cms.gov
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Data at the
Point of Care

Home DPCData Aboutthe Pilot Documentation  Frequently Asked Questions  Updates Sig:aun:

Join the Production Pilot Onboarding Queue!
For more information, please review About the Pilot about production access.

a 360 view

of your patients’

claims history
New Diagnoses
Medications
Completed Procedures

Preventative Care

N RN RK

External Encounters
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Next Steps
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Argonaut Bulk Optimize Project (v3 proposals)

Open effort this year that will feed into the next version of the Bulk IG!

* Remove experimental status from _typeFilter and standardize behavior (already

supported in Epic, Cerner, and other servers)

* Add option to group output by patient instead of resource type (faster serialization and

loading for some use cases)
e Standardize group creation/cohort definition in exports

* More enhancements if time allows!
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https://confluence.hl7.org/display/AP/Bulk+Optimize
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Get Involved!

* Implementation - work happening in mandated reporting, public health

surveillance, quality measurement, research and other use cases

* Open source data pipeline modules (eg. data quality, de-identification, NLP)

* Bulk data import operation (early draft proposals)

* Bulk Patient matching operation (early draft proposal)

e Standardize analytic approaches (SQL-on-FHIR v2 1G)
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https://github.com/sync-for-science/qualifier
https://github.com/microsoft/FHIR-Tools-for-Anonymization
https://github.com/smart-on-fhir/bulk-import
https://build.fhir.org/ig/HL7/bulk-data/branches/bulk-match/match.html#sequence-overview
https://build.fhir.org/ig/FHIR/sql-on-fhir-v2/

Resources

* Bulk Data Implementation Guide
STU2 (v2): https://hl7.org/fhir/uv/bulkdata/

STU1 (v1): http://hl7.org/fhir/uv/bulkdata/STU1.0.1/

* SMART Server Reference Implementation

https://bulk-data.smarthealthit.or

e Bulk Data Discussion (Bulk Data Stream on FHIR Zulip Chat)

https://chat.fhir.org/#narrow/stream/bulk.20data

 Dan@CentralSquareSolutions.com
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https://hl7.org/fhir/uv/bulkdata/
http://hl7.org/fhir/uv/bulkdata/STU1.0.1/
https://bulk-data.smarthealthit.org
https://chat.fhir.org/#narrow/stream/bulk.20data

Slides
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