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Certified to support the latest version of all
eCQMs

Imports from QRDA | or vendor-supplied data
using variety of methods, including API
Generates outputs for MU, IQR, MIPS/QPP and

Modularly certified for 2015 Edition CEHRT,
meets Promoting Interoperability and
MACRA/MIPS requirements.

Supports CCDAs: TOC, VDT, Batch, Care Plan,
Referral Notes and Summary of Care

<
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. > Joint Commission Creates, receives and parses HL7 messages
’. C M 1 t' Visual dashboards for viewing measure progress ConnectEHR required for MU, including Public Health,
5 solution

Patient drill-down screens shows how patient with Patient Portal Immunization and Lab results

meets measure logic

CMS Quialified Registry & Joint Commission
ORYX® vendor for eCQMs

Certified for 170.315(c)(1-4)

The API provides leading-edge interoperability
while meeting ONC 2015 EHR certification
requirements

Makes Common Clinical Dataset EHR data
readily available using universal web standards,
including XML and JSON

Certified for Direct Protocol, ConnectEHR
integrates with our preferred vendor MaxMD, or
any HISP

CEHRT: 170.315(b)(1,4-8)(f)(1,2)

Enables patients to View, Download and Transmit
clinical documents

Secure Messaging between provider and patient
for EP and EH

Automatically triggers activation and reminder
emails to patient

Enables provider to load CCDAs into the portal via
File or Direct with user-friendly display.

Rapid implementation; patient email address not
required

Provides Utilization Reporting for MU/MIPS
Mobile-friendly, Spanish available

CEHRT: 170.315(e)(1-3)

IGNITING INTEROPERABILITY CCDA and secured using the HIPAA-compliant
OAUTH standard 0

av /
V CEHRT: 170.315(g)(7-9) p ‘i r1- a I
/' ‘Q V  Turnkey HL7 & Clinical Document Architecture

Can be reached through a RESTful protocol in
which each FHIR resource has known URL
V Data is populated via receipt of a version 2.1 > :t

solutions for 1.1 and 2.1 CCDA
V Intuitive easy to use, browser-based user

<<<< < < < < <

interface
V Very affordable but outstanding message

2233 throughput & scalability
\ V Easy to map & transform messages using HL7

& Clinical Document objects with VBScript or
JavaScript

Quality Measure & Interoperability Solutions
www.DynamicHealthIT.com
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CMS challenged developers: Fax Free Zone by 2020

[EeD

A Despite CMS naming a day of the Wee Send Receive
&CFE CNBS CNARLE Methods 017 2018 2007 2018
Increased according to the latest ONC Method Not Using a Third-Party
Data Brief released March 2020. Mailor fax 66% | 7% | 7% | 6%

A Increaseof Summary of Care info eFax using EHR 63% | 66% | 45% | 52%

sent via paper Fax or mail: Provider portal for view only access to EHR system 58% | 49%* 39% 37%

Sent 5%, Received 3% Interface connection between EHR systems (e.g. HL7 interface) 49% 42%* 31% 30%

A Increasein eFax: Direct access to EHRs (via remote or terminal access) 49% 37%* 30% 26%*
Method Using a Third-Party

Sent 3%, Received 7%

Standalone Health Information Service Provider (HISP) or HISP

A About seven in 10 hospitals provided by a third party (e.g. DIRECT) 6% | L% | 4% | 4%%
continued to use mail or fax for State, regional, or local HIO 55% | 59%* | 43% | 46%
sending and receiving summary of | Single EHR vendor network 0% | % | % | s
care records in 2018 Multi-EHR vendor network (e.g. CommonWell 80% | 3%+ | 34% 3%

Source: 2017-2018 AHA Annual Survey Information Technology Supplement.
Notes: *Significantly different from previous year (p<0.05).

https://www.healthit.gov/sites/default/files/page/202603/State-of-InteroperabilitramongUSNonfederatAcute-CareHospitalsin-2018. pdf



https://www.healthit.gov/sites/default/files/page/2020-03/State-of-Interoperability-among-US-Non-federal-Acute-Care-Hospitals-in-2018.pdf
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Still Faxing

A Despite CMS pouring money into EHR

development, the least commonly used method

for send or receive summary of care records was Y 4

direct access to EHRs via a remote or terminal == % #"“

access. $ § g e é
A2019H nHNn G ¢KS {aGFO0S 2F | S sl 9% @

/| 2YYdzy A Ol G A 2 yheavy cdimce dn ¥ %

outdated technology hindering e S — ©

communication. 90% of healthcare
organizations are still using fax machines.

AAlthough DIRECT Trust celebrated One Bi
Messages Exchanged in 2019. Workflows

have not been adjusted to allow easy ° . v
transition from faxing to DIRECT. [5] Directlrust
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Baby Steps:
AIn some instances removing the Fax 'I'AIIGH'I' MY(62{YEAR/OLD ﬂﬂWﬂHKEH
from the office is a lot like going cold - DWNLOAD'APPS

turkey to stop an addiction. Compared
similar to quitting smoking, reducing

adzalF NJ AYyal 1S 2N 32)
hard and disruptive.

AIn some areas the fax might just be the

only available method for transporting
Information.

AIn other instances cold turkey might be |
the best bet. SHETAUGHT ME HOW
TO/USE A FAK MACHINE

LGQa
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Closing the Referral Loop using Fax or DIRECT

A HI (Intuition for Healthcare Improvements)
estimates up to 50% of referrals are never

o—
. 0
completed Closmg the /"fi’e?;:’,::s \

. . 2
Loop on o.& & o lf
A Reason for Incomplete Referrals oo o comminies
missing info Referrals: QiTe"”fam“v () 5= 8—|
misdirected referrals |-" 3 2
faulty communication 9 STEPS ’ ekpﬁzf//% N oaf.nd ‘
~70% PCPs sending patient history Tacrical hardware b PROCESS NP
<35% Specialist receiving patient history goftware)and 3% H W ) l—Jﬁ
12 million Dx errors per year in US 28986 are 5°Ci°|:]?|9ica' - og;;-n's:&& i
caused by breakdown in referral process (workilow, statf) planto PCP : p “"“’"ﬁ
_ | - factors are involved @ ) ) 2 ) 0
Missed or delayed diagnosis is common cause O in each step. $ | e ! /
medical malpractice in ambulatory care :;.’::;‘::‘:t?:ﬁ‘— occurs a‘—D
- ——

http://www.ihi.org/resources/Pages/Publications/Closktlue-LoopA-Guideto-SaferAmbulatoryReferrals.aspx



http://www.ihi.org/resources/Pages/Publications/Closing-the-Loop-A-Guide-to-Safer-Ambulatory-Referrals.aspx
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Health {%.'ocommonwell

Incorporate the Fax

A Integrate Fax into the EHR I |
A Use patient info derived from a fax J Exchange

H i carequalit

A Query FHIR server for patient

A Search byirthdate+name https://api.dynamicfhirsandbox.com/fhir/Patient?birthdate=1942-

20&name=lindsey&family=newman &_format=json ). =
A Search by GiveName:https//api.dynamicfhirsandbox.confhir/Patient/_search?givedindsey& format=json E 3 Kn02
A Search by Family Name: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?family=newmané&_format=jst E i =

A Search by _ID: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?_id=117273338&_format=json JSREE o0 oy e comiSk Dotment e ere s Patent-123

A Search by Identifier: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?identifier=e1_Inp_01&_format=jsi ) H ; ; ﬂh.
patient s i
A Patient is identified and determine unique through patient
matching

A Accept the available documents + CCD via HIE, DIRECT, P:
and Physician to be stored as FHIR resources

D

UScDI Data” ps .
="

A The patient is seen by the consulting physician.

A GCDA with updated data from the most recent visit is return
via FHIPocumentReference

A Data is shared for patient with HIEs & Health Alliances like S tos/mdmanchrsndboxcon/hiatensearch2ghencindset formazon
C ar e q u al Ityan d C O m m O nW e ” https://api.dynamicfhirsandbox comyfhir/Patient/_search?family=new&_format=json

https://api.dynamicfhirsandbox com/fhir/Patient/_search?_id=117273338&_format=json

ﬂ
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MultiTenantEnvironment:

A Tenantldin a FHIR server endpoint can distinguish different practices/tenants.

A Audparameter:Oauthrequest parameter, specified by SMART is used during the request.

Prevents leaking a genuine bearer token to a counterfeit resource s@xwet.in the case of
an EHR Launch, thasid@d I £t dzS A a UKS adsvdle) a UGKS f I A/ 0K OA
URL of the EHR resource server from which the app wishes to retrieve FHIR data.

45
A Multiple practice environment: I tiw’
A FHIR endpoint withoutenantld B SR
A{SLINFGS OtASYG ARQA Oty 068 daSR G2 A 15 ° =T
A Each ClientID can be grouped to a specific practice or practices of its choice. G e :
(This comes mostly when we have one FHIR endpoint for multiple practice environn -

A FHIR Endpoint witfienantID

A Thetenantldcan be used to identify the target practice that the resources need to be fetched from.

A Aud(Audience) parameter in the Oauth token exchange can be entered with the FHIR Endpoint (different FHIR URLS).
(Authorization code flow, SMART Backend Process).

ﬂ
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MUItITenant Practice A

3. Server Responds with the Metadata ConnectEHR

information that contains the Capability for
the FHIR Server and can obtain the
Autherization Server Endpoints to connect

| SQL Sorvey
s —
CCDA Daocs
A ——

blUserPatient

9. Resource Request is made with the
obtained Access Token

Resolve to
respective practice

Master ConnectEHR
Connection Details to
other practices
Token Endpoinll Validation Endpoint

&. 1D Token & Access Token is sent back : ConnectEHR :
after successful validation

12. Return of FHIR Resource to User Agent

2. Request Metadata Information to
perform Authorization & Authentication

Users

[

0 sone,
a

CCDA Docs
—

blUserPatien

Jnsay
UslEp|[EA USYD|

§§220% WINaY |

10. Access Token is
sent for validation

7. Token Request is sent with the obtained
Autheorization Code

Practice 7

Identity Server

6. Authorization Code is sent to the Client on User
Logi ]
B el Authorization Endpoint CCDA's

DYNAM 5. User Login is prompted for authentication J L

|
I
|
|
|
L

LS
I H R 4. Client makes a request to the Authorization Endpoin

ICNITING INTEROPERABILITY

=3

Dynamic FHIR APl Suite

with the pre-registered client_id and allowed scopes t
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Security Consideration:

A Authentication- Users/Clients must be authenticated. For wadntric, OAuth is recommended.

A Key Rotation

A Any application or API that validates access tokens must regularly update the set of public keys it uses for sign:
validation.

A Communications Securityall exchange of production data should be secured using TLS (e.g., hi

A Audit- FHIR defines provenance and audit event resources suitable for tracking the origins,
authorship, history, status, and access of resources

A Labels FHIR allows for set of security related tags that affect the way resources are handled

https://build.fhir.org/ig/HL7/USCoreR4/security.html

ﬂ



https://build.fhir.org/ig/HL7/US-Core-R4/security.html
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CMS & ONC lay down the law: 2015 Ed. Cures Update

A lmplement SMART technology

A Upgrade all ONC 2015 Ed. API
product to support FHIR R4

A Multi-factor Authentication

A Infoblock& Fines when violations
occur

AUSCDI (  ore ata for
nteroperability) replaces CCDS

A EHI lectronic ealth nformation
Export

I—kealthrl'—[_o *

Regulation Text
Citation

§170.315(b)(10)

§170.315(d)(12)

§170.315(d)(13)

§170.315(g)(10)

Certification Criterion

Electronic Health Information export

Encrypt authentication credentials

Multi-factor authentication

Standardized API for patient and
population services

Certification
Companion Guide
(cee)

2015 Edition Cures

Update CCG
06-15-2020

2015 Edition Cures
Update CCG
08-15-2020

2015 Edition Cures
Update CCG
08-15-2020

2015 Edition Cures
Update CCG
08-15-2020

Test Procedure

2015 Edition Cures Update Conformance
Method
06-01-2020

2015 Edition Cures Update Conformance
Method
06-01-2020

2015 Edition Cures Update Conformance
Method
06-01-2020

2015 Edition Cures Update Test Procedure
06-15-2020

https://www.healthit.gov/topic/certification-ehrs/2015edition-curesupdatetest-method



https://www.healthit.gov/topic/certification-ehrs/2015-edition-cures-update-test-method
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SMART on FHIR

EHR Session

App EHR FHIR Server EHR Authz Server

Redirect to https://{app launch_uri}?
launch=123&
iss=https://{fhir base url}

GET https://{fhir base ur}/metadata A
Ld

A AP I m ust utl I | 26 M ARTan d S u p po r ¢ Conformance statement including OAuth 2.0 endpoint URL]
Redirect to https://{ehr authorize u

scope=launché&

multiple Security Launches o
SMARTApp LaunCh aud={fhlr_?aseun}&

EHR FHIR Server EHR Authz Server

EHR Session

E H R Lau nCh 6.2 Standalone launch sequence &

EHR FHIR Server EHR Authz Server

App
Stand AIOne LaunCh GET https://{fhir base ulymetadata ’

(Apple Health Kit for Health ¢Contormance statement including OAuth 2.0 endpoint URLs]
Record ,Myl_| n ks Redirect tasr;t;;;se i:.{i::c sr::;thonze u
state=abc&

aud={fhir base url}&

EHR FHIR Server EHR Authz Server

https://build.fhir.org/ig/HL7/USCoreR4/security.html £ 12



https://build.fhir.org/ig/HL7/US-Core-R4/security.html
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SMART Backend Servi¢g€gstem Launch)

A This profile is intended to be used by developers Backend Service Authorization

backend services (clients) that autonomously (or
semtautonomously) need to access resources |

from FHIR servers that have paeithorized defined presteardsn aretston ST
"iss": "app_client_id",
scopes of access. U “app lerl i
A o sl 323
A This is mostly servep-server FHIR connections. )=> sig with 3pps private ey (RS04
A The resource request can be limited with the o aslent sredantilsd
. client_assertion_type=urn:ietf:params:ocauth:client-asserion-type:jwt-beareré
p rOVI d e d S CO pe . c:IIent_assertIon={5f;ned authe?\‘?lcatlon JWT from above} P
Scopes decides the type of resource the service (SFOST ntpsoken ur)
a.pp Can ha.ve acceSS. Issue new token:
Eg systemObservation.read Rt

}
Backend Service Authorizatiers still a client credential flowt just a public
(asymmetric) key instead of a shared secret. The goal is to allow clients to conng
\éveltrr:/(étrj)t having to arrange for shared secrets (and different shared secrets per EHR Auth Server

[access token response]

www.websegquencediagrams.com

s:/[hl7.org/fhir/uv/bulkdata/authorization/index.html



https://hl7.org/fhir/uv/bulkdata/authorization/index.html
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