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V Certified to support the latest version of all 

eCQMs 

V Imports from QRDA I or vendor-supplied data 

using variety of methods, including API 

V Generates outputs for MU, IQR, MIPS/QPP and 

Joint Commission 

V Visual dashboards for viewing measure progress 

V Patient drill-down screens shows how patient 

meets measure logic 

V CMS Qualified Registry & Joint Commission 

ORYX® vendor for eCQMs 

V Certified for 170.315(c)(1-4) 

V Modularly certified for 2015 Edition CEHRT, 

meets Promoting Interoperability and 

MACRA/MIPS requirements.

V Supports CCDAs: TOC, VDT, Batch, Care Plan, 

Referral Notes and Summary of Care

V Creates, receives and parses HL7 messages 

required for MU, including Public Health, 

Immunization and Lab results

V Certified for Direct Protocol, ConnectEHR 

integrates with our preferred vendor MaxMD, or 

any HISP

V CEHRT: 170.315(b)(1,4-8)(f)(1,2)

V Enables patients to View, Download and Transmit 

clinical documents 

V Secure Messaging between provider and patient 

for EP and EH 

V Automatically triggers activation and reminder 

emails to patient 

V Enables provider to load CCDAs into the portal via 

File or Direct with user-friendly display. 

V Rapid implementation; patient email address not 

required 

V Provides Utilization Reporting for MU/MIPS 

V Mobile-friendly, Spanish available 

V CEHRT: 170.315(e)(1-3) 

V The API provides leading-edge interoperability 

while meeting ONC 2015 EHR certification 

requirements 

V Makes Common Clinical Dataset EHR data 

readily available using universal web standards, 

including XML and JSON 

V Can be reached through a RESTful protocol in 

which each FHIR resource has known URL 

V Data is populated via receipt of a version 2.1 

CCDA and secured using the HIPAA-compliant 

OAUTH standard 

V CEHRT: 170.315(g)(7-9) 

V Turnkey HL7 & Clinical Document Architecture 

solutions for 1.1 and 2.1 CCDA

V Intuitive easy to use, browser-based user 

interface

V Very affordable but outstanding message 

throughput & scalability

V Easy to map & transform messages using HL7 

& Clinical Document objects with VBScript or 

JavaScript
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CMS challenged developers: Fax Free Zone by 2020 

ÅDespite CMS naming a day of the week 
άCŀȄ CǊŜŜ CǊƛŘŀȅέ ǘƘŜ ǳǎŜ ƻŦ ŦŀȄƛƴƎ 
increased according to the latest ONC 
Data Brief released March 2020.

ÅIncreaseof Summary of Care info 
sent via paper Fax or mail:

Sent 5%, Received 3%

ÅIncreasein eFax: 

Sent 3%, Received 7%

ÅAbout seven in 10 hospitals 
continued to use mail or fax for 
sending and receiving summary of 
care records in 2018

https://www.healthit.gov/sites/default/files/page/2020-03/State-of-Interoperability-among-US-Non-federal-Acute-Care-Hospitals-in-2018.pdf

https://www.healthit.gov/sites/default/files/page/2020-03/State-of-Interoperability-among-US-Non-federal-Acute-Care-Hospitals-in-2018.pdf
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Still Faxing
ÅDespite CMS pouring money into EHR 

development, the least commonly used method 
for send or receive summary of care records was 
direct access to EHRs via a remote or terminal 
access.

Å2019-нлнл ά¢ƘŜ {ǘŀǘŜ ƻŦ IŜŀƭǘƘŎŀǊŜ 
/ƻƳƳǳƴƛŎŀǘƛƻƴέ {ǳǊǾŜȅ ŦƻǳƴŘ heavy reliance on 
outdated technology hindering 
communication. 90% of healthcare 
organizations are still using fax machines. 

ÅAlthough DIRECT Trust celebrated One Billion 
Messages Exchanged in 2019.  Workflows 
have not been adjusted to allow easy 
transition from faxing to DIRECT.



5

Baby Steps:

ÅIn some instances removing the Fax 
from the office is a lot like going cold 
turkey to stop an addiction. Compared 
similar to quitting smoking, reducing 
ǎǳƎŀǊ ƛƴǘŀƪŜΣ ƻǊ ƎƻƛƴƎ ƎƭǳǘŜƴ ŦǊŜŜΦ LǘΩǎ 
hard and disruptive.

ÅIn some areas the fax might just be the 
only available method for transporting 
information.

ÅIn other instances cold turkey might be 
the best bet.
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Closing the Referral Loop using Fax or DIRECT

ÅIHI (Intuition for Healthcare Improvements) 
estimates up to 50% of referrals are never 
completed

ÅReason for Incomplete Referrals
missing info

misdirected referrals

faulty communication

~70% PCPs sending patient history 

<35% Specialist receiving patient history

12 million Dx errors per year in US 20%-30% are 
caused by breakdown in referral process

Missed or delayed diagnosis is common cause of 
medical malpractice in ambulatory care

http://www.ihi.org/resources/Pages/Publications/Closing-the-Loop-A-Guide-to-Safer-Ambulatory-Referrals.aspx

http://www.ihi.org/resources/Pages/Publications/Closing-the-Loop-A-Guide-to-Safer-Ambulatory-Referrals.aspx
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Incorporate the Fax
ÅIntegrate Fax into the EHR

ÅUse patient info derived from a fax 

ÅQuery FHIR server for patient
Å Search by birthdate+name: https://api.dynamicfhirsandbox.com/fhir/Patient?birthdate=1940-02-

20&name=lindsey&family=newman &_format=json

Å Search by Given Name:https://api.dynamicfhirsandbox.com/fhir/Patient/_search?given=lindsey&_format=json

Å Search by Family Name: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?family=newman&_format=json

Å Search by _ID: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?_id=117273338&_format=json

Å Search by Identifier: https://api.dynamicfhirsandbox.com/fhir/Patient/_search?identifier=e1_Inp_01&_format=json

ÅPatient is identified and determine unique through patient 
matching

ÅAccept the available documents + CCD via HIE, DIRECT, Patient, 
and Physician to be stored as FHIR resources

ÅThe patient is seen by the consulting physician.

ÅC-CDA with updated data from the most recent visit is returned 
via FHIR DocumentReference

ÅData is shared for patient with HIEs & Health Alliances like 
carequalityand commonwell.
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MultiTenantEnvironment:

ÅTenantIdin a FHIR server endpoint can distinguish different practices/tenants.

ÅAudparameter: Oauthrequest parameter, specified by SMART is used during the request. 
Prevents leaking a genuine bearer token to a counterfeit resource server. (Note: in the case of 
an EHR Launch, this audǾŀƭǳŜ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƭŀǳƴŎƘΩǎ issvalue)
URL of the EHR resource server from which the app wishes to retrieve FHIR data. 

ÅMultiple practice environment:
ÅFHIR endpoint without TenantId:

Å{ŜǇŀǊŀǘŜ ŎƭƛŜƴǘ ƛŘΩǎ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƛǎƻƭŀǘŜ ǘƘŜ ǇǊŀŎǘƛŎŜǎΦ 

Å Each ClientID can be grouped to a specific practice or practices of its choice.
(This comes mostly when we have one FHIR endpoint for multiple practice environment)

ÅFHIR Endpoint with TenantID:
Å The tenantIdcan be used to identify the target practice that the resources need to be fetched from.

Å Aud(Audience) parameter in the Oauth token exchange can be entered with the FHIR Endpoint (different FHIR URLs). 
(Authorization code flow, SMART Backend Process). 
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Security Consideration:

ÅAuthentication - Users/Clients must be authenticated. For web-centric, OAuth is recommended.

ÅKey Rotation
ÅAny application or API that validates access tokens must regularly update the set of public keys it uses for signature 

validation.

ÅCommunications Security - all exchange of production data should be secured using TLS (e.g., https).

ÅAudit - FHIR defines provenance and audit event resources suitable for tracking the origins, 
authorship, history, status, and access of resources

ÅLabels - FHIR allows for set of security related tags that affect the way resources are handled

https://build.fhir.org/ig/HL7/US-Core-R4/security.html

https://build.fhir.org/ig/HL7/US-Core-R4/security.html
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CMS & ONC lay down the law: 2015 Ed. Cures Update
ÅImplement SMART technology

ÅUpgrade all ONC 2015 Ed. API 
product to support FHIR R4

ÅMulti-factor Authentication

ÅInfoblock& Fines when violations 
occur

ÅUSCDI (USCore Data for 
Interoperability) replaces CCDS 

ÅEHI Electronic Health Information 
Export

https://www.healthit.gov/topic/certification-ehrs/2015-edition-cures-update-test-method

https://www.healthit.gov/topic/certification-ehrs/2015-edition-cures-update-test-method
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SMART on FHIR

ÅAPI must utilize SMARTand support 
multiple Security Launches

SMARTApp Launch 

EHR Launch

Stand Alone Launch                          

(Apple Health Kit for Health 
Record, MyLinks)

https://build.fhir.org/ig/HL7/US-Core-R4/security.html

https://build.fhir.org/ig/HL7/US-Core-R4/security.html
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SMART Backend Services (System Launch)

ÅThis profile is intended to be used by developers of 
backend services (clients) that autonomously (or 
semi-autonomously) need to access resources 
from FHIR servers that have pre-authorized defined 
scopes of access.

ÅThis is mostly server-to-server FHIR connections.

ÅThe resource request can be limited with the 
provided scope.
Scopes decides the type of resource the service or 
app can have access.

Eg; system/Observation.read
Backend Service Authorization - is still a client credential flow -- just a public 
(asymmetric) key instead of a shared secret. The goal is to allow clients to connect 
without having to arrange for shared secrets (and different shared secrets per 
server).

https://hl7.org/fhir/uv/bulkdata/authorization/index.html

https://hl7.org/fhir/uv/bulkdata/authorization/index.html
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