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A Simple Ask
"Tell me when data changes"



History of Subscriptions in FHIR

DSTU2

CDS Hooks
- UI events in-workflow
- Closed-loop communications

FHIRCast
- Session synchronization across apps on a single device
- Real time communication

R4



Subscriptions R2 ςR4

LOOKEDGREAT FOR 
CLIENTS

NOT IMPLEMENTABLE
FOR SERVERS AT SCALE

SINGLE EVENT 
NOTIFICATIONS ONLY

DELETE AND EXCLUDE 
LOOK THE SAME



Redesign: FHIR-I (Started April 2019)

Open

Opencommunity process

Define

Define goals of the Subscription 
resource

Focus

Use cases (limit scope)

ωIndividual access for personal health 
records ("keep my app up to date")

ωAlerts for primary care ("tell me when 
my patients are hospitalized")

Engage

Engage the community

ωVarious interests: vendors, payers, 
institutions, consumers, etc.

ωVarious scales: on-prem vs cloud



Subscriptions R5 - Overview

Define the (Subscription)Topic

New SubscriptionTopicResource

A conceptual event (e.g., admission)

Defines allowed filters

Flexibility for Subscription Instances

Request for notifications for one topic

Allows more limited implementation scope

Extensible channels, Payload Options, etc.

Add Information to Notifications

New type of Bundle

New SubscriptionStatusResource



Before We Go Further...

Specs on build.fhir.org

Subscriptions

Subscription

SubscriptionTopic

SubscriptionStatus

(subscription-notification Bundle)

Please Review, Test, and Comment

ZulipςSubscriptions Stream

FHIR-Infrastructure Calls

Connectathons

Correct and Complete Soonϰ

FHIR R5

http://build.fhir.org/subscriptions.html
http://build.fhir.org/subscription.html
http://build.fhir.org/subscriptiontopic.html
http://build.fhir.org/subscriptionstatus.html
http://build.fhir.org/bundle.html#subscription-notification
https://chat.fhir.org/


R5? But I Need This Yesterday!

WE KNOW! BACKPORT TO R4 REFERENCE 
IMPLEMENTATION

https://argonautproject.github.io/subscription-backport-ig/
https://subscriptions.argo.run/


SubscriptionTopicςWhat Is It?

Defines: the data and the changeof interest

Defines: filters allowed for subscribers

Is a well-defined concept

Can be based on an operation

Can be computably defined

Can be externally or internally defined

Servers choose which topics to support



SubscriptionTopicςDefining

Clearly specify the concept

Human-readable description

Computable definitions

Recommend formal docs or IG

Canonical URL is required

Lightweight example

Goal is broad adoption

Others can find and use your topic 

Listed in the FHIR Registry

https://github.com/argonautproject/subscriptions/blob/master/encounters-ig.md


SubscriptionTopicςDeriving

Update the computable definition
Add Query definitions

Change FHIRPathdefinition to work on your server

Expose additional filters
Allow clients to filter Encounter-Start by Encounter.class

Allow clients to filter Encounter-Start with custom search parameter

Remove existing filters
Clients expect compliance with the base definition

Will cause Subscription create operations to fail

Change the base resource or concept
aŀȅ ΨƭƻƻƪΩ ŎƻǊǊŜŎǘ ǘƻ ŎƭƛŜƴǘǎ ŀƴŘ ƘŀǾŜ ǳƴŜȄǇŜŎǘŜŘ ǊŜǎǳƭǘǎ

Will cause confusion, frustration, and likely support calls



SubscriptionTopic Discovery

Server Client

Server implements SubscriptionTopics,
each of which includes a list of
filters valid filters for that SubscriptionTopic.

Request list of SubscriptionTopic Resources
GET .../SubscriptionTopic/

List of supported SubscriptionTopic Resources
Bundle (searchset) of SubscriptionTopic entries

Client determines
which SubscriptionTopic 
covers desired notifications.



Subscription ςWhat Is It?

A request for notifications based on a single SubscriptionTopic

May contain filters ςavailability defined in SubscriptionTopic

Must contain Channel and Payload configuration



Subscription ςChannels

Method
of

communication

Pre-defined Channels Extensible

Define your own!Channel Type Endpoint

REST Hook Client hosted HTTP/S URL

WebSocket N/A (server hosted WS/S)

Email URI for Email Address

Messaging FHIR Base URL (of the expected version!)



Subscription ςPayloads

Ping Only - 'empty'

Least information

Requires queries

Identifiers Only - 'id-only'

Middle amount of information

Requires Fetch

Full Content - 'full -resource'

Most information



Ping Only - 'empty' Identifiers Only - 'id-only' Full Content - 'full -resource'

Server Client

Notification Bundle:

- HTTP POST to Client Endpoint

- entry[0].resource (SubscriptionStatus):

  - type:          event-notification

  - subscription:  /Subscription/s202

  - topic:         .../SubscriptionTopic/encounter-start

  - status:        active

  - eventsSinceSubscriptionStart: 5

  - eventsInNotification:         1

- entry[1]:

  - .fullUrl:  /Encounter/p_123_enc_10

  - .resource: <contents of p_123_enc_10>

Channel Response

 - HTTP 200 (OK)

Processé

Server Client

Notification Bundle:

- HTTP POST to Client Endpoint

- entry[0].resource (SubscriptionStatus):

  - type:          event-notification

  - subscription:  /Subscription/s202

  - topic:         .../SubscriptionTopic/encounter-start

  - status:        active

  - eventsSinceSubscriptionStart: 5

  - eventsInNotification:         1

Channel Response

 - HTTP 200 (OK)

Query for Encounters

- HTTP GET: /Encounter?subject=123

Bundle of Encounters

Get Encounter

- HTTP GET: /Encounter/p_123_enc_10

Requested Encounter resource

Processé

Server Client

Notification Bundle:

- HTTP POST to Client Endpoint

- entry[0].resource (SubscriptionStatus):

  - type:          event-notification

  - subscription:  /Subscription/s202

  - topic:         .../SubscriptionTopic/encounter-start

  - status:        active

  - eventsSinceSubscriptionStart: 5

  - eventsInNotification:         1

- entry[1]:

  - .fullUrl:  /Encounter/p_123_enc_10

Channel Response

 - HTTP 200 (OK)

Get Encounter

- HTTP GET: /Encounter/p_123_enc_10

Requested Encounter resource

Processé



Subscription Notification ςWhat Is It?

Bundle: subscription-notification
Contains Subscription status information

Contains Payload (based on Subscription)

entry[0]: SubscriptionStatus
Link to the Subscription

Status and notification information (meta)

Payload
Controlled by Subscription.content

Not present / URL / URL and Resource

http://build.fhir.org/bundle.html#subscription-notification
http://build.fhir.org/subscriptionstatus.html
http://build.fhir.org/subscription-definitions.html#Subscription.content


Server Client

Client creates notification endpoint   

Client Endpoint

Create Subscription

POST .../Subscription

- topic:        .../SubscriptionTopic/encounter_start

- filterBy:

  - searchParamName: patient

  - searchModifier:  =

  - value:           Patient/123

- channelType:  rest-hook

- endpoint:     ...client/notifications/293

- contentType:  application/fhir+json

- content:      empty

Create subscription record   

- status: requested

HTTP Response (FHIR):

Status Code / Resource / OperationOutcome

 - status: requested

 - id:     s202

Bundle:                                    

HTTP POST to ...client/notifications/293

- type     subscription-notification

- entries: [                         

  - entry[0]:                       SubscriptionStatus

    - notificationType:             handshake

    - eventsSinceSubscriptionStart: 0

    - eventsInNotification:         0

    - subscription:                 Subscription/s202

    - status:                       requested

    - topic:                        .../SubscriptionTopic/encounter-start

]                                       

HTTP Response (Generic)

Update subscription

- status: active



Missed Events

Errors can be anywhere
Server during processing

Server during sending

At Endpoint, before client

Client during processing

Allow clients to detect
Recovery is based on application



Detecting 
Missed Events 
On Receive

FHIR Server Subscriber

Determines event 22 is missing...

loop [Query/Retrieve Data]

alt [Recovery Process]

FHIR Server Subscriber



Detecting 
Missed Events  
Via Heartbeat

FHIR Server Subscriber

Heartbeat timeout elapses
without

notification...

loop [Query/Retrieve Data]

alt [Recovery Process]

FHIR Server Subscriber



Current Discussions

Channel Testing
Email

WebSockets

FHIR Messaging

Security
Third party is involved

How are channels secured

How are secrets handled

9ǾŜƴ ΨǇƛƴƎǎΩ Ŏŀƴ ōŜ tIL

Expanded Features
Graphs of resources



R4 Backport Implementation Guide

Limitations on SubscriptionTopics
Only lists ($topic-list) Canonical URL

άhƴ 5ŜƳŀƴŘέ SubscriptionTopicsare NOT available

Extensions on Subscription
All fields from R5 Subscription represented

Careful with Subscription.criteria

Definition of Notification Bundle
History bundle

Uses Parameters resource instead of SubscriptionStatus

Conformance resources
Clients MUST check for conformance

{ǳōǎŎǊƛǇǘƛƻƴǎ Ƴŀȅ ΨƭƻƻƪΩ ŎƻǊǊŜŎǘ ǿƛǘƘƻǳǘ ŜȄǘŜƴǎƛƻƴǎ

Draft available online

http://build.fhir.org/ig/HL7/fhir-subscription-backport-ig/


Reference 
Implementation

Å Purpose

Å Reference implementation: test models and develop against

Å Detailed information available here

Å Server Proxy

Å C# CLI, intercepts calls and proxies to configured R4 server

Å Supports R5 Subscriptions and the R4 Backport

Å GitHub: argonaut-server-proxy

Å Azure Hosted: server.subscriptions.argo.run

Å Client Host

Å C# CLI, manages endpoints and notification forwarding for UI

Å HTTP server that forwards notifications to UI instances

Å GitHub: argonaut-subscription-client

Å Azure Hosted: client.subscriptions.argo.run

Å Client UI

Å TypeScript React, interface for testing all components

Å GitHub: argonaut-subscription-client-ui

Å Azure Hosted: https://subscriptions.argo.run

Å DevDaysExamples

Å C# and JavaScript

Å Simplest cases that show a complete REST workflow

https://microsoft-healthcare-madison.github.io/argonaut-subscription-info/
https://github.com/microsoft-healthcare-madison/argonaut-subscription-server-proxy
https://github.com/microsoft-healthcare-madison/argonaut-subscription-client
https://github.com/microsoft-healthcare-madison/argonaut-subscription-client-ui
https://subscriptions.argo.run/


Questions


